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HIPAA Pr ivacy  &
Payment

Genera l  Requ i remen t
The Health Insurance Portabil i ty and Accountabil i ty Act  (HIPAA) Privacy
Rule and DoD Health Information Privacy Regulation permit  covered
enti t ies  to  use or  disclose protected heal th  information (PHI)  for  payment
purposes.1 “Payment” encompasses the various act ivi t ies  of  heal th care
providers  to  obtain  payment  or  be re imbursed for  their  services  and for  a
health plan to obtain premiums, to fulfi l l  their  coverage responsibil i t ies and
provide benefi ts  under  the plan,  and to obtain or  provide reimbursement
for the provision of health care.  Common examples of  payment act ivi t ies
include,  but are not l imited to:

· Determining eligibil i ty or coverage under a plan and adjudicating
claims (e.g.  checking DEERS for  a  pat ient’s  TRICARE membership
information)

· Risk adjustments  ( the process  of  adjust ing payments  based upon
factors  specif ic  to  individuals ,  ra ther  than care  provided,  to  make
financial  transactions more equitable)

· Billing and collection activities
· Util ization review activit ies,  such as reviewing health care services

for  medical  necessi ty,  coverage,  just if icat ion of  charges,  and the l ike
and

· Disclosures to consumer report ing agencies ( l imited to specif ied
identifying information about the individual,  his or her payment
history,  account number,  and identifying information about the
covered ent i ty)

P a y m e n t  a n d  P a t i e n t ’s  A u t h o r i z a t i o n  t o  U s e  o r  D i s c l o s e  P H I
Payment fal ls  under  the Treatment ,  Payment ,  and Healthcare Operat ions
(TPO) element of  the HIPAA Privacy Rule.  Authorizat ions from patients
are not  required for  the Mil i tary Heal th System (MHS) to perform payment
funct ions.    The use and disclosure of  PHI for  payment  purposes  by the
MHS shall  be l imited to the minimum necessary.   The patient  always
maintains the r ight  to request  restr ict ions on uses and disclosures of  heal th
informat ion for  TPO purposes;  however,  the  MHS does  not  have to  grant
such requests  but  is  bound by any restr ic t ion to which i t  agrees.
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U s e  o f  D e b t  C o l l e c t i o n  A g e n c i e s  U n d e r  t h e  F a i r  D e b t  C o l l e c t i o n
P r a c t i c e s  A c t
The HIPAA Privacy Rule permits  the MHS to cont inue to use the services
of  debt  col lect ion agencies .  Debt  col lect ion is  recognized as  a  payment
activity within the “payment” definit ion. Through a business associate
arrangement ,  the MHS may engage a  debt  col lect ion agency to perform
this function on i ts  behalf .  Disclosures to collection agencies under a
business  associate  agreement  are  governed by other  provis ions of  the
rule, including the minimum necessary requirement.

We are  not  aware of  any confl ic t  between the Privacy Rule and the Fair
Debt  Col lect ion Pract ices  Act .  When a  use  or  disclosure  of  PHI is
necessary for the MHS to fulfi l l  a  legal  duty,  the Privacy Rule would
permit  such use or  disclosure as  required by law.

Debt  Col lect ion Assis tance Off icers  (DCAOs) are  MHS ent i t ies  whose
purpose is  to  help beneficiar ies  understand and get  ass is tance with debt
col lect ion problems.   DCAOs cannot  provide legal  advice,  but  they can
help beneficiaries through the debt  collect ion process by providing them
with documentation for their  use with the collect ion or credit  report ing
agency in explaining the circumstances relat ing to the debt .  DCAOs are
not  col lect ion agencies  and accordingly are  not  considered covered
ent i t ies  or  business  associates  under  the Privacy Rule.  However,  DCAO
activi t ies are exempt from HIPAA-related authorizat ion only when they
are  re levant  to  TRICARE-related col lect ions .  I f  a  DCAO is  act ing to
assis t  a  beneficiary with non-TRICARE-related col lect ion matters ,  a
writ ten authorization is  required.  Other healthcare organizations may not
accept  the TRICARE authorizat ion form and may require pat ients  to s ign
their own form. Although it  may be duplicative,  this is within the rights of
that organization.

(Footnotes )
1 C4.1,  DoD 6025.18-R:  DoD Heal th  Information Privacy Regulat ion,
Jan .  24 ,  2003
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